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[bookmark: _Toc48815394]Understanding card data hosted fields
Hosted fields solution is the best compromise between security, ease of customization and payment form integration.
[bookmark: _Toc48815395]Hosted fields workflow
· Communication with Tranzila servers is done via HTTPS inside our JavaScript file
· The merchant is responsible to design a payment page with a mandatory HTML form
· Tranzila’s thostedf.js JavaScript library must be included by the merchant in the html header tag
· Within said payment form, merchant must create hosted fields containers. These containers should be HTML block level tags (i.e. div but not span)
· Tranzila’s hosted fields JavaScript library injects Tranzila iframes in these containers, each containing a card data input field
· The Tranzila iframes only send data to Tranzila servers, taking security measures to not leak sensitive data to merchant web page or any other 3rd party iframes that may exist within the page
· [bookmark: _Hlk34439469]At the submit process, after customer entered card data, merchant payment page must call the charge method of the hosted fields library, with the designated terminal name (using “terminal_name” key) to identify your merchant account. 
· Tranzila platform sends a request to the merchant acquirer and waits for the result.
· Result is then processed in the charge callback function and then notify the customer about whether the payment succeeded or failed.
[bookmark: _Toc48815396]Getting started
Tranzila’s hosted fields JavaScript file is available to use at:
https://hf.tranzila.com/assets/js/thostedf.js
Adding this to the merchant payment page as explained below, is all that needed to start using this feature.


[bookmark: _Toc48815397]Explanation by example
The example.html referred to in this document contains HTML, CSS styles and JavaScript used to generate and customize hosted fields as a basic example. 
[bookmark: _Toc48815398]Inclusion of thostedf.js at the header
jQuery is included in the example for convenience purposes only. Merchant may opt to use any other JavaScript library/framework
	<!DOCTYPE html>
<html lang="en">
<head>
    <meta charset="UTF-8">
    <script src="https://code.jquery.com/jquery-3.4.1.slim.min.js" integrity="sha384-J6qa4849blE2+poT4WnyKhv5vZF5SrPo0iEjwBvKU7imGFAV0wwj1yYfoRSJoZ+n" crossorigin="anonymous"></script>
    <script src="https://cdn.jsdelivr.net/npm/popper.js@1.16.0/dist/umd/popper.min.js" integrity="sha384-Q6E9RHvbIyZFJoft+2mJbHaEWldlvI9IOYy5n3zV9zzTtmI3UksdQRVvoxMfooAo" crossorigin="anonymous"></script>
    <script src="https://stackpath.bootstrapcdn.com/bootstrap/4.4.1/js/bootstrap.min.js" integrity="sha384-wfSDF2E50Y2D1uUdj0O3uMBJnjuUD4Ih7YwaYd1iqfktj0Uod8GCExl3Og8ifwB6" crossorigin="anonymous"></script>

    <link rel="stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/4.4.1/css/bootstrap.min.css" integrity="sha384-Vkoo8x4CGsO3+Hhxv8T/Q5PaXtkKtu6ug5TOeNV6gBiFeWPGFN9MuhOf23Q9Ifjh" crossorigin="anonymous">

    <script src='https://dev.hf.tranzila.com/assets/js/thostedf.js'></script>

	.
	.
	.





[bookmark: _Toc48815399]Using TzlaHostedFields.create method
· Needed to create Tranzila hosted fields object
· On creating this object, you must associate Tranzila fields with your html containers IDs (credit_card_number, cvv, expiry).
· Please use sandbox: false at all times
· credit_card_number field is mandatory
· cvv field depends on merchant’s agreement with his/her acquirer
· expiry field is optional, but expiry data is mandatory for successful transaction processing. Merchant my opt to use his/her own input fields instead of using Tranzila’s hosted field 
· Please note expiry field supports 2 versions: 
· 1 – single formatted text field
· 2 – two dropdowns. One for month selection and the other for year selection
· Merchant may also specify CSS styles for hosted input fields, like font size, family and color. Merchant also has great possibilities to customize hosted fields containers on his/her payment page as we offer plenty of events to subscribe, so that you’re notified regarding the validity/state of the hosted fields. In addition, validity styles for containers and hosted fields could be applied by using hosted-fields-invalid and hosted-fields-valid CSS classes
· Merchant may also subscribe to events supplied by Tranzila. Using onEvent and providing your callback you can subscribe to ready, validityChange, cardTypeChange, focus, blur and submit request when customer presses enter inside hosted fields, and detect update, empty or not empty conditions
	.
.
.
<script type="text/javascript">
	var fields;

	$(document ).ready(
		function() {
			fields = TzlaHostedFields.create({
				sandbox: false,
				fields: {
					credit_card_number: {
						selector: '#number',
						placeholder: '4580 4580 4580 4580',
                                             tabindex: 1
					},
					cvv: {
						selector: '#cvc',
						placeholder: '123',
                                             tabindex: 2
					},
					expiry: {
						selector: '#expiry',
						placeholder: '12/21',
						version: '1'
					}
				},
				styles: {
					'input': {
						'height' : 'auto',
						'width' : 'auto'
					},
					'select' : {
						'height' : 'auto',
						'width' : 'auto'
					}
				}

			})

		},
	);
</script>
.
.
.





[bookmark: _Toc48815400]Using submit handler 
· Is mandatory to prevent default submission, and must call fields.charge method. 
· Merchant must provide terminal_name key, used to identify merchants account. Other keys may be taken from payment form and/or set by merchant systems (please see keys list in appendix A)
· In charge callback function, a merchant can handle error or success messages. 
· First check messages array, for each field using message and param key (to identify the causing field name)
· On success, check the response field for details regarding the payment, and then notify the customer. 
	.
.
.
$(document).ready(function () {
	$('#payment_form').on('submit', function (e) {
		console.log('submit');
		e.preventDefault();
		chargeCcData();
	})
});

function chargeCcData() {
	console.log('start charging');

	fields.charge({
		//REQUIRED PARAMS, Those have to be in every card charge
		terminal_name: 'naortest', // todo change it to correct terminal name
		amount: $('#amount').val(),
		//OPTIONAL FIELDS, you can add and remove if needed
		contact: $('#contact').val(),
		address: $('#address').val(),
		city: $('#city').val(),
		email: $('#email').val(),
               requested_by_user: ‘tamar peleg’ //todo change to your api user name if you have one

		}, function(err, response) {
			console.log('err: ' + JSON.stringify(err));
			console.log('response:' + JSON.stringify(response));
			if (err) {
				handleErrors(err);
			}
			if (response) {
				parseResponse(response);
			}
		}
	);
}

function handleErrors(error) {
	error.messages.forEach(function(message){
		$('#errors_for_' + message.param).text(message.message);
	});
}
.
.
.



	


[bookmark: _Toc48815401]Creating hosted fields containers
· Merchant must verify hosted fields containers are the same as defined in the  TzlaHostedFields fields.selector object
· Please Use “label for” with hosted field ids so that hosted fields are focused when client clicks on a corresponding label
	.
.
.
<div class="col-md-4 mb-3">
    <label for="credit_card_number">Enter credit card</label>
    <div class="form-control" id="credit_card_number"></div>
    <div id="errors_for_number" class="error_message"></div>
</div>
.
.
.



[bookmark: _Toc48815402]Creating non-hosted fields
· Merchant may add other fields and send them with charge function call. These fields will be echoed back to the merchant after transaction processing	
	.
.
.
<div class="col-md-6 mb-3">
	<label for="city">City</label>
	<input type="text" class="form-control" id="city" name="city" placeholder="City" value="">
</div>
.
.
.





[bookmark: _Toc48815403]Paypal payment with hosted fields
[bookmark: _Toc48815404]Prerequisites
· Merchant must have Paypal configured on Tranzila for charging terminal, according to Tranzilas’ developer guide, with merchant site as an authorized referrer
Integration
Merchant may opt to use a “get” method url redirection directly from the brower, or perform a server redirect for added logic and/or security.
Merchant my opt to redirect paypal payment page to a popup_window or replace currenct browser page altogether.
Find below some examples for Paypal integration:
Anywhere in your page, please add the following;
· for “get” method, open in popup option
<!-- PayPal Logo --><table border="0" cellpadding="10" cellspacing="0" align="center"><tbody><tr><td align="center"></td></tr><tr><td align="center"><a href="https://secure5.tranzila.com/cgi-bin/tranzila31p.cgi?supplier=<merchantterminal>&currency=<currency>&sum=<amount>&useraction=commit" title="תשלום ב Paypal" onclick="javascript:window.open('https://secure5.tranzila.com/cgi-bin/tranzila31p.cgi?supplier=<merchantterminal>&currency=<currency>&sum=<amount>&useraction=commit','WIPaypal','toolbar=no, location=no, directories=no, status=no, menubar=no, scrollbars=yes, resizable=yes, width=1060, height=700'); return false;"><img src="https://www.paypalobjects.com/webstatic/mktg/Logo/pp-logo-100px.png" border="0" alt="PayPal Logo" /></a></td></tr></tbody></table><!-- PayPal Logo -->
Additional parameters are allowed with accordance to Tranzilas’ developer guide
· for “server redirect”, open in popup option

<!-- PayPal Logo --><table border="0" cellpadding="10" cellspacing="0" align="center"><tbody><tr><td align="center"></td></tr><tr><td align="center"><a href="<merchant paypal pre-process uri>" title="תשלום ב Paypal" onclick="javascript:window.open('<merchant paypal pre-process uri>','WIPaypal','toolbar=no, location=no, directories=no, status=no, menubar=no, scrollbars=yes, resizable=yes, width=1060, height=700'); return false;"><img src="https://www.paypalobjects.com/webstatic/mktg/Logo/pp-logo-100px.png" border="0" alt="PayPal Logo" /></a></td></tr></tbody></table><!-- PayPal Logo -->

· Merchant pre-proccess uri must return with redirect header to https://secure5.tranzila.com/cgi-bin/tranzila31p.cgi, with accordance to Tranzilas’ developer guide



[bookmark: _Toc48815405]Apendixes
[bookmark: _Toc48815406]A – REQUEST Keys

	[bookmark: _Hlk37940828]Key
	Mandatory
	Default value
	comment

	terminal_name
	Yes
	
	Tranzila assigned terminal name for merchant

	tran_mode
	No
	A
	Allowed values:
A – debit transaction

	card_holder_id_number
	See comment
	
	Subjected to merchant agreement with acquirer. If not required, you may omit this parameter – to use only if not using hosted fields card_holder_id field

	expiry_month
	Y
	
	MM format – to use only if not using hosted fields’ expiry field

	exipry_year
	Yes
	
	YYYY format – to use only if not using hosted fields’ expiry field

	amount
	Yes
	
	In currency

	currency_code
	No
	ILS
	Currency ISO code. Supported currencies:
ILS, USD, EUR

	payment_plan
	No
	1 - regular
	Allowed values:
1 – regular payment, no installments
6 – special credit plan
8 – installments

	first_installment_amount
	See comment
	
	Relevant for 8 payment term

	other_installments_amount
	See comment
	
	Relevant for 8 payment term

	total_installments_number
	See comment
	
	Relevant for 6,8 payment terms

	tokenize
	No
	false
	true or false

	response_language
	No
	English
	english or hebrew 

	requested_by_user
	No
	
	API user name. In use to use your personal secret for response_hash generation. For more information view appendix D.


· Other keys are also supported and will be inserted to the database, as long as they are defined in the merchant user defined fields list
· All other keys will be echoed back in the transaction response


[bookmark: _Toc48815407]B – Response keys

	Key
	

	transaction_response
	Container for actual transaction response

	transaction_response .success
	Boolean. Can be true o false

	transaction_response.error
	Shva error message translated to language selected in reponse_language parameter

	transaction_response.transaction_id
	Transaction unique ID in Tranzila gateway

	transaction_response.amount
	Transaction amount

	transaction_response.currency_code
	Transaction currency code

	transaction_response .credit_card_last_4_digits
	Credit card last 4 digits

	transaction_response .token
	Credit card token if requested in tokenize parameter

	transaction_response.user_form_data
	Container for all ‘non-hosted’ fields sent in request

	errors
	Array for all input and pre-transaction errors

	errors.code
	Error code as listed in appendix C

	errors.param
	Parameter name used in call to charge

	errors.message
	Error message code

	response_hash
	Hashed string contains all the response json but the response_hash key and its value. Please review appendix D for more information





[bookmark: _Toc48815408]C – Error messages

	Code
	Meaning

	10000
	MANDATORY KEY IS MISSING

	10001
	INVALID TERMINAL NAME

	10002
	INVALID CREDIT CARD NUMBER

	10003
	INVALID CVV

	10004
	INVALID EXPIRATION MONTH

	10005
	INVALID EXPIRATION YEAR

	10006
	INVALID AMOUNT OR AMOUNT ZERO

	10007
	INVALID PAYMENT PLAN

	10008
	INVALID TOTAL INSTALLMENTS NUMBER

	10009
	INVALID FIRST INSTALLMENT AMOUNT

	10010
	INVALID OTHER INSTALLMENTS AMOUNT

	10011
	INVALID CARD HOLDER ID NUMBER

	10012
	INVALID CURRENCY

	10013
	TERMINAL NOT FOUND OR BAD CONFIGURATION

	10014
	INVALID TRAN MODE

	10015
	TOTAL INSTALLMENTS NUMBER MISSING

	10016
	INSTALLMENTS AMOUNT FIELDS MISSING





D – RESPONSE HASH

In case your use case requires to validate Tranzila response (verify that the response was not changed by third party) please do the following:
1. You can either use a general secret (default secret) or a personal secret using your Tranzila API user name. please contact Tranzila support to get Tranzila general secret or your API login details.
If you would like to use your personal secret please add to the fields.charge function, requested_by_user parameter. For example: function chargeCcData() {
	fields.charge({
		//REQUIRED PARAMS, Those have to be in every card charge
		terminal_name: 'naortest', // todo change it to correct terminal name
		amount: $('#amount').val(),
		//OPTIONAL FIELDS, you can add and remove if needed
		contact: $('#contact').val(),
		address: $('#address').val(),
		city: $('#city').val(),
		email: $('#email').val(),
               requested_by_user: ‘tamar peleg’ 

2. Remove the response_hash key and value from Tranzila response.
3. Create a hash using 'sha256' using the secret (No.1) and a string (No.2)
4. If the hash string is identical to response_hash key from Tranzila than the response is authentic.
Code examples:
PHP
echo hash_hmac('sha256', "payload data", "top secret", false);
966a9102fb76c62001543bb3666ed2024c3f033fc11226914b9ed1b8f1cd6348
C#
using System;
using System.Security.Cryptography;
using System.Text;
					
public class Program
{
	static byte[] hmacSHA256(String data, String key)
{
    using (HMACSHA256 hmac = new HMACSHA256(Encoding.UTF8.GetBytes(key)))
    {
        return hmac.ComputeHash(Encoding.UTF8.GetBytes(data));
    }
	}
	public static void Main()
	{			
	  Console.WriteLine(BitConverter.ToString(hmacSHA256("payload data", "top secret")).Replace("-", "").ToLower());
    }	
}
966a9102fb76c62001543bb3666ed2024c3f033fc11226914b9ed1b8f1cd6348



