Pay with Bit using Tranzila API

Process description

When an end user chooses to pay with Bit, your server calls a Tranzila API service. The response contains a URL that needs to be displayed in an Iframe. The Iframe contains a QR (and a phone number to get a push notification for the payment to the customer mobile phone). When the end user completes the payment, the iframe will be redirected to a success or failure page.

Transaction request 

End point: https://api.tranzila.com/v1/transaction/bit/init
Method: POST
Header parameters:
X-tranzila-api-app-key
X-tranzila-api-request-time
X-tranzila-api-nonce
X-tranzila-api-access-token

[bookmark: _MON_1665988817]Detailed explanation regarding the authentication header parameters can be found in authentication.docx. 

The transaction must be in NIS, minimum amount is 5 NIS.

Request with minimum parameters example:
{
  "terminal_name": "naortest",
  "success_url": "https://pay.tranzila.com/process/success",
  "failure_url": "https://pay.tranzila.com/process/fail",
  "txn_currency_code": "ILS",  
  "txn_type":"debit",
  "items": [
    {
      "name": "Product",
      "unit_price": 5,
      "price_type": "G",
      "vat_percent": 17
    }
  ]
}


Complete example:
{
  "terminal_name": "naortest",
  "txn_currency_code": "ILS",
  "txn_type":"debit",
  "success_url": "https://pay.tranzila.com/process/success",
  "failure_url": "https://pay.tranzila.com/process/fail",
  "client":{
    "company": "Naor consulting",
    "name": "Naor",
    "id": "0732224444",
    "email": "info@interspace.net",
    "address_line_1": "Yad Harutsim 19",
    "address_line_2": "pob 1234",
    "city": "Netanya",
    "zip": "1234567"
  },
  "items": [
    {
      "code": "",
      "name": "Product",
      "type": "I",
      "units_number": 1,
      "unit_type": 1,
      "unit_price": 570,
      "price_type": "G",
      "currency_code": "ILS",
      "to_txn_currency_exchange_rate": 1,
      "discount_type": "fixed",
      "discount": 20,
      "vat_percent": 0,
      "attributes": [
        {"languge": "hebrew", "name":"color", "value":"blue"},
        {"languge": "english", "name": "size", "value":"S"}
        ]
    }
  ],
  "response_language":"english",
  "created_by_user": "naor",
  "created_by_system": "pay.tranzila.com",
  "user_defined_fields": [
    {
      "name": "value 1",
      "value": "value 2"
    },
    {
      "name": "value 2",
      "field": "value 3"
    }
    ]
}



1. Request keys table

	key
	type
	value
	required*
	remarks

	terminal_name
	string
	yourTerminalName

	R
	

	txn_currency_code
	string
	ILS
	R
	ISO 4217 Currency Code

	txn_type
	string
	debit
	R
	

	success_url
	string
	http://www.mywebsite/success
	R
	Redirect address for success


	failure_url
	string
	http://www.mywebsite/failure
	R
	Redirect address for failure


	other_installments_amount
	integer
	
	CR
	Other installment amount for payment_plan – 8,6

	client
*reference 1.1
	
	
	
	

	Items
*reference 1.2
	array
	
	R
	The amount of the transaction is calculated from the items details. There must be at least one item.


	response_language
	string
	english
	O
	english, hebrew

	processor_response_language
	String
	english
	O
	english,hebrew

	user_defined_fields
	Object
	
	CR
	Key, value parameters. Keys must be identical to user defined fields in ‘My Tranzila’ 


*required R – required, O – optional, C – conditional, CR – conditionally required.   
1.2 Client keys table

	key
	type
	value
	required*
	remarks

	company
	string
	
	o
	

	name
	string
	
	o
	

	id
	string
	
	o
	

	email
	string
	
	O
	Email address

	address_line_1
	string
	
	O
	Address line 1

	address_line_2
	string
	

	O
	Address line 2

	city
	string
	
	o
	

	zip
	string
	
	o
	



1.2 Item keys table

	key
	type
	value
	required*
	remarks

	code
	string
	
	O
	

	name
	string
	
	R
	Item name

	type
	string
	I

	O
	I – Item
S- Shipping
C – Coupon or discount

	unit_price
	number
	
	R
	

	units_number
	number
	
	R
	

	unit_type
	number
	1
	O
	1	unit
2	gram
3	kilogram
4	ton
5	day
6	week
7	month
8	year
9	centimeter
10	meter
11	kilometer
12	MB
13	GB
14	TB
15	hour
16	litre

	price_type
	string
	N
	O
	N – Net (Unit price includes does not include VAT tax)
G – Gross (Unit price includes VAT tax)

	currency_code
	string
	ILS
	O
	ISO 4217 Currency Code

	to_txn_currency_exchange_rate
	number
	1
	O
	If the currency is different than transaction currency, please send exchange rate to the transaction currency.

	discount_type
	string
	fixed
	O
	Values: fixed, percent

	discount
	number
	
	C
	Discount amount.

	vat_percent
	integer
	17
	O
	Item vat percent.

	Attributes *1.2.1
	Array of objects
	
	O
	


*required R – required, O – optional, C – conditional, CR – conditionally required.   
1.2.1 Attributes keys table

	key
	type
	value
	required*
	remarks

	language
	string
	
	R
	

	name
	string
	
	R
	

	value
	string
	

	R
	




Response Example:
{
    "error_code": 0,
    "message": "Success",
    "sale_url": "https://preprod.paymeservice.com/sale/generate/SALE1616-4195312C-TUGZGDPS-27PXPYXE"
}
 




Please create an iFrame using the sale URL. 
Desktop
Contains QR code. In case the merchant has a definition to allow receiving the bit link to the mobile, an input for the cellular number will be displayed.
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Mobile
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After the customer will complete the transaction with Bit app, the page will redirect to success_url or failure_url .
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[bookmark: _Toc28493196]Change log



		Version

		Modifier

		Main changes



		1

		Amit Nevo

		Created document



		2

		Amit Nevo

		Added code samples for PHP, .net and Node.js JavaScript



		3

		Amit Nevo

		Removed all references to existing services end-points








[bookmark: _Toc28493197]Services Authentication

Tranzila uses a secure access-token to ensure authentication prevent processing of the same request more than once and preventing man-in-the-middle attacks.

In order to achieve that, every merchant must enroll to Tranzila API Services and get both public and secret keys from Tranzila

While public key is used in each request and is exposed in the request header, secret key is only used internally by both merchant application and server application for each merchant.

Please make sure secret key is kept safe and not shared with anyone at all time. This restriction means you cannot call Tranzila API from within web client application, but rather via a proxy service on your server.

Authentication information is sent via custom http request headers and not the actual payload itself

		Header

		Note



		X-tranzila-api-app-key

		Application key supplied by Tranzila



		X-tranzila-api-request-time

		Request time sent in Unix format (large integer counting milliseconds from Jan 1st , 1970 00:00:00



		X-tranzila-api-nonce

		A 40 bytes NONCE – unique random string generated with any random bytes function



		X-tranzila-api-access-token

		hash_hmac using ‘sha256’ on application key with secret + request-time + nonce.

hash_hmac is available for all programming languages with samples found here:

https://www.jokecamp.com/blog/examples-of-creating-base64-hashes-using-hmac-sha256-in-different-languages/







Client action to create a valid access token (variables names and code sample are in PHP)

1. Take the public app-key ($appKey)

2. Take the secret key ($secretKey)

3. Generate a NONCE – a random large string the can only be used once ($nonce = bin2hex(random_bytes(40)))

4. Generate a Unix timestamp ($timestamp = time())

5. Generate the access-token ($accessToken = hash_hmac(‘sha256’, $appKey, $secretKey . $timestamp . $nonce));

6. Generate http custom headers




[bookmark: _Toc28493198]CODE Samples

Important Notice:

Referred URL in following samples are Trazila Api endpoints. Each service has its own endpoint that should be taken from its documentation. 

[bookmark: _Toc28493199]PHP



$json = trim($this->input->post('jsontext'));
$time = time();
$appKey = '<public app key>';
$secret = '<private app key>';
$nonce = bin2hex(random_bytes(40)); //actually 80 characters string
$accessToken = hash_hmac('sha256',$appKey, $secret . $time . $nonce);

$ch = curl_init('<<please replace this with service endpoint>>');
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl_setopt($ch, CURLINFO_HEADER_OUT, true);
curl_setopt($ch, CURLOPT_POST, true);
curl_setopt($ch, CURLOPT_POSTFIELDS, $json);
curl_setopt($ch, CURLOPT_SSL_VERIFYHOST, 0);
curl_setopt($ch, CURLOPT_SSL_VERIFYPEER, 0);
curl_setopt($ch, CURLOPT_HTTPHEADER, array(
        'Content-Type: application/json',
        'Content-Length: ' . strlen($json),
        'X-tranzila-api-app-key: ' . $appKey,
        'X-tranzila-api-request-time:' . $time,
        'X-tranzila-api-nonce:' . $nonce,
        'X-tranzila-api-access-token:' . $accessToken
    )
);

$data = curl_exec($ch);
curl_close($ch);
return $json;






[bookmark: _Toc28493200].net



using System;

using System.Text;

using System.Net.Http;

using System.Net.Http.Headers;

using System.Security.Cryptography;

using System.Security.Permissions; //.SecurityPermission; 



namespace Rextester {



 public class Program {

  public static void Main(string[] args) {



   System.Net.ServicePointManager.DefaultConnectionLimit = 100;



   var url = "<<please replace this with service endpoint>>";



   var json = "{<request json}";

   using(var client = CreateClient(url)) {

    var httpContent = new StringContent(json, Encoding.UTF8, "application/json");

    var res = client.PostAsync(url, httpContent).Result;



    Console.WriteLine(res.Content.ReadAsStringAsync().Result);

   }

  }





  private static HttpClient CreateClient(string p_url) {

   var client = new HttpClient() {};

   client.DefaultRequestHeaders.Accept.Add(

    new MediaTypeWithQualityHeaderValue("application/json"));



   var mb = new MB().Build();



   client.DefaultRequestHeaders.Add("X-tranzila-api-app-key", mb.publicK);

   client.DefaultRequestHeaders.Add("X-tranzila-api-request-time", mb.unixTS.ToString());

   client.DefaultRequestHeaders.Add("X-tranzila-api-nonce", mb.hex);

   client.DefaultRequestHeaders.Add("X-tranzila-api-access-token", mb.access_token);

   Console.WriteLine(mb.unixTS.ToString());

   Console.WriteLine(mb.hex);

   Console.WriteLine(mb.access_token);



   return client;

  }



  public class MB {



   public string publicK = "yourpulickey";

   public long unixTS {

    get;

    set;

   }

   public string hex {

    get;

    set;

   }

   public string access_token {

    get;

    set;

   }

   Random rnd = new Random();

   string key = "yourprivatekey";



   public MB Build() {

    Byte[] b = new Byte[40];

    rnd.NextBytes(b);

    hex = ByteToString(b);

    unixTS = DateTimeOffset.UtcNow.ToUnixTimeSeconds();



    var encoding = Encoding.UTF8;

    var message = key + unixTS + hex;



    byte[] keyByte = encoding.GetBytes(publicK);

    byte[] messageBytes = encoding.GetBytes(message);

    using(var hmacsha256 = new HMACSHA256(messageBytes)) {

     byte[] hashmessage = hmacsha256.ComputeHash(keyByte);

     access_token = ByteToString(hashmessage);

    }



    return this;

   }



   string ByteToString(byte[] buff) {

    string sbinary = "";



    for (int i = 0; i < buff.Length; i++) {

     sbinary += buff[i].ToString("X2"); // hex format

    }

    return (sbinary.TrimEnd());

   }





   public string bin2Hex(string strBin)



   {



    int decNumber = bin2Dec(strBin);



    return dec2Hex(decNumber);



   }

   public int bin2Dec(string strBin) {

    return Convert.ToInt16(strBin, 2);



   }

   private string dec2Hex(int val)



   {



    return val.ToString("X");

   }

  }

 }

}






[bookmark: _Toc28493201]Node.js JavaScript



var CryptoJS = require("crypto-js");



function makeid(length) {

    var result           = '';

    var characters       = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789';

    var charactersLength = characters.length;

    for ( var i = 0; i < length; i++ ) {

       result += characters.charAt(Math.floor(Math.random() * charactersLength));

    }

    return result;

 }



var time = Math.round((new Date()).getTime() / 1000);

var nonce = makeid(80)

var key = '<app public key>';

var private = '<app private key>';

var hash = CryptoJS.HmacSHA256(key, private + time + nonce).toString(CryptoJS.enc.Hex)



var headers = { 

  'X-tranzila-api-app-key':key,

  'X-tranzila-api-request-time':time,

  'X-tranzila-api-nonce':nonce,

  'X-tranzila-api-access-token':hash

}



var data = {

  <request json>

  }



request.post({'url': '<<please replace this with service endpoint>>',

              'headers': headers,

              'body':data,

              'json':true },

function (err, data, response) {     

console.log(response)                         

      		return callback(response);

    });




Python

#!/usr/bin/python3
import hashlib
import hmac

import requests
import time
import binascii
import secrets
import json

public_key = 'app public key'
private_key = 'app private key'
timestamp = int(time.time())
nonce = str(binascii.hexlify(secrets.token_bytes(40)), 'utf-8')

access_key = hmac.new(bytes(private_key + str(timestamp) + nonce, 'utf-8'), bytes(public_key, 'utf-8'), hashlib.sha256).hexdigest()


headers = {
    'X-tranzila-api-app-key': public_key,
    'X-tranzila-api-request-time': str(timestamp),
    'X-tranzila-api-nonce': nonce,
    'X-tranzila-api-access-token': access_key
}
url = '<<please replace this with service endpoint>>'

data = {
    "terminal_name": "terminalname",
    "document_id": "11823"
}

req = requests.post(url, headers=headers, data=json.dumps(data))
result = json.loads(req.text)
print(result)
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